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The Honorable William J. Clinton
President of the United States
The White House

Washington, DC 20500

Dear Mr. President:

The President’ s Information Technology Advisory Committee (PITAC) took special note
of your December 1999 executive memorandum promoting electronic government, as
well as recent announcements such as the launch of the FirstGov website for one-stop
access to government information and services. We share your vision to create an
“Information Age’ government made more efficient, effective, and accessible through
information technology. In fact, our 1999 report, Information Technology Research:
Investing in Our Future, identified the relationship between government and citizens as
one of the vital areas of our national life where information technology offersthe
potential to dramatically transform current practices in ways that will greatly benefit all
Americans.

Thus, we are pleased to enclose Transforming Access To Government Through
Information Technology, the first in a series of follow-upsto our 1999 report. This latest
report highlights our findings and recommendations on how the government can provide
leadership by solving key IT technology challenges, improving public access to Federal
resources as well as re-engineering and simplifying internal and external governmental
transactions. Our goal isto define a program that will provide our citizens with full and
easy electronic access to their government regardless of their physical location, level of
computer literacy or physical abilities.

The report offers three key recommendations. First, we recommend that the Federal
government, as the world' s largest devel oper of, customer for, and user of information
technology, assume a leadership role in transforming government through the enhanced
use of information technology. The Federal government must define a coordinated and
aggressive | T research program which addresses long-term technology challenges,
including computer security and privacy, scalable information infrastructures, and
standards for data sharing and integration. Second, the Committee recommends that an
Office for Electronic Government be established within the Office of Management and
Budget. The mission of this new office would be to promote innovative I T efforts and
policies across the Federal government. A companion Government IT Innovation
Program (GITIP) should also be created to identify and fund high-risk, exploratory, and
experimental IT projects. Lastly, to bridge the gap between research and operational
systems, the PITAC recommends establishing pilot projects and Emerging Technology
Centers (ETCs) to encourage and promote information integration across the Federal
government and address the most immediate I T roadblocks.

c/o National Coordination Office for Computing, Information, and Communications

4201 Wilson Boulevard e« Suite 690 e Arlington, VA 22230
(703) 292-4873
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We believe that adopting these recommendations will allow our nation to make significant strides towards
realizing our shared vision. The Committee looks forward to working with you and the Congress to empower
American citizens by providing them with access to their government through information technology. Thank
you for the continuing opportunity to advise you on these and other important issues.

Sincerdly,
Ra Reddy, Ph.D. Irving Wladawsky-Berger, Ph.D.
PITAC, Co-Chair PITAC, Co-Chair

Attachment
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About Thi s Report

“Transformng Access to Government Through
Infornation Technol ogy” is one in a series of reports to the
President and Gongress devel oped by the President’s
Infornati on Technol ogy Advisory Conmittee (Pl TAQ on
key contenporary issues in infornmati on technol ogy. These
focused reports examne specific aspects of the near- and
| ong-termresear ch and devel opnent and pol i ci es we need
to capture the potential of infornati on technology to help
grow our econony and to address many of the inportant
probl ens facing the nation.

The 24-nenber PITAC conprising corporate and
academ c | eaders, was established by Executive Oder of
the President in 1997 and renewed for a two-year termin
1999. Its charge is to provide the Federal governnment wth
expert independent gui dance on nai ntai ning Anerica’ s
preem nence in high performance conputing and
communi cations, infornmation technol ogy, and Next
Generation Internet RD

In February 1999, the Pl TAC issued an overvi ew and
analysis of the current state of Federal information
t echnol ogy research and devel opment in a report entitled
“I'nfornati on Technol ogy Research: Investing in Qur Future.”
That report set forth a vision of howinfornation
technol ogy can transformthe way we live, learn, work, and
play, wth resulting benefits for all Anericans. But the
report warned that Federal infornation technol ogy research
and devel opnent is seriously inadequate, given its
economc, strategic, and societal inportance. The
Gommttee concluded that the government is funding only
a fraction of the research needed to maintain US
preeninence in infornati on technol ogy and propel the
positive transfornations it enabl es.

The Committee identified 10 infornati on technol ogy
“National Chall enge Transfornations” —including the
rel ati onship between governnent and citizens —that are

i
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critical to Anerica’'s future. To neet these transfornation
chal | enges, the Pl TAC recormended a strategi c Federal
initiative in long-terminfornati on technol ogy RD and
outlined the research priorities that wll drive the necessary
advances in the new century.

To examne sone of the transformng applications of
infornation technology in greater detail, the A TAC
subsequent |y convened a group of panels |ed by Conmittee
nenbers and incl uding invited outside participants wth
rel evant expertise. Three panels focused on infornation
technol ogy national chal | enges: Transforning Gvernnent,
Transfornming Health Care, and Transforming Learning. The
Committee al so established several panels to report on
critical technol ogy issues that span the transfornations,
including Dgtal Dvide Issues, Dgita Libraries, Internationa
I ssues, and pen Source Software for Hgh End Gonputi ng.
Qrver the past year, each of the panel s has anal yzed
rel evant research data and docunents; hel d workshop
di scussi ons and conducted interviews wth experts in their
fields; and studied the fiscal, organizational, and econonic
inplications of strategies to generate necessary
i nfornation technol ogy research and devel opnent
advances in these key areas of our national life. The
Gommiittee plans to convene additional panels in the
nmont hs ahead.

“Transformng Access to Government Through
Informati on Technol ogy” and the succeeding reports in this
series present targeted findings and recommendations to
the President and Gongress designed to hel p the nation
realize the vision of these positive transfornati ons. Their
benefits for our future can be extraordinary, but they are
not guaranteed. To nake the vision a reality, we need the
results of aggressive, well-funded, and well - nanaged
Federal research prograns.
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A M sion of Gvernnent Access Transf or ned

Governnent services and infornation are easily
accessible to citizens, regard ess of their physical
location, level of conputer literacy, or physical
capacity. Intelligent systens guide citizens by
provi ding a one-stop shoppi ng experience for |ocating
request ed i nformati on. Docunents and forns can be
accessed, conpl eted, and submtted el ectronically.
Aut onat ed busi ness processes al |l ow nearly
i nst ant aneous response to citizens’ requests. In tines
of natural energencies, energency crews have instant
access to three-dinensional building nodel s, risk
anal ysis and assessnent, high-resol ution | ocal weat her
predictions, stress anal yses of damaged structures,
rapi d evacuation planning tools, and energency
agency coor di nation.

Pl TAC Report,
February 1999

Int roduct i on

In “Information Technol ogy Research: Investing in Qur
Future,” its 1999 report to the President, the President’s
I nformation Technol ogy Advi sory Commttee articulated a
vision of the ways infornation technology wll drive
progress in the 21st century. The Commttee identified 10
vital areas of our national life —including the relationship
bet ween governnent and citizens — in which infornation
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As afollomwup toits report, the A TAC established a
group of panels to exanmine the transfornation chal | enges
in greater depth and nake recommendati ons for addressi ng
themto the President and Gongress. This docunent details
the findings and recommendati ons of the Panel on
Transform ng Governnent, co-chaired by Pl TAC menbers
Cavid M Qooper and Robert H Ewal d.

Overvi ew

The perspective of the Transformng Governnent Panel is
shaped by a fundanental reality: The Federal governnent
isthe world s largest and nost conpl ex devel oper of,
custoner for, and user of infornation technol ogy. Even
i ndi vi dual departnents and agenci es rank anong the
vorld s largest informati on technol ogy users. In that
context, the P TAC charged the Panel wth identifying the
key technical chal |l enges and devel opi ng a | ong-range
t echnol ogy- based strategy to harness the power of
advanced informati on systens to rmake governnent’s
stores of infornation and vital services easily accessible to
and usable by all US citizens “regard ess of their physical
location, level of conputer literacy, or physical capacity.”
The nation clearly should seek this goal, but current
technol ogy is inadequate and difficult probl ens nust be

Real i zing the M sion: Technical Chall enges and
Benefits

There is a huge potential to nake all gover nnent
institutions both nore efficient and nore responsi ve
through i nfornati on technol ogi es. Technical chal | enges
i ncl ude significant inprovenents in systens and net hods
for accessing data, including high perfornance data
storage and tools to | ocate and present infornation.
Robust, reliable, and secure networks and software to
deliver and protect critical infornation are inportant
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To conduct its study of the chall enges, the Transformng
Gvernnent Panel net wth several key Federa A G and
other representatives, attended synposia, and revi ened
strategi c planning docunents and reports of previous
studies. The Panel considered only civilian applications in
the Federal administration; it did not consider Departnent
of Defense applications or those of other national security
entities, the ngress, the courts, or state and | ocal
governnents. In nmany cases, the needed technol ogies wll
be the same across all these application levels, but in the
national security areas there are unusual requirenents. The
Panel deternined early inits deliberations that the
substantial and distinct national security and DoD i ssues
varrant separate P TAC studies. The Panel urges P TACto
initiate a panel focusing generally on national security
applications of infornation technol ogy and specifically on
those of the DoD

The Transforning Governnent Panel agrees with the
PTAC report’s finding that great opportunities exist to
i nprove public access to Federal infornation resources and
to sinplify transacti ons between the governnent and
citizens and within the governnent itself. The research and
pilot projects the Panel proposes bel ow have the dual
benefits of addressing governnent issues and attracting
additional, sorely needed workers to exciting projects. The
follow ng findings and recormendati ons are intended to
assist the President and Gongress to seize the
opportunities and achi eve the benefits.

Fi ndi ngs
Hnding 1. Mjor technol ogical barriers prevent citizens

fromeasily accessing governnent infornation resources
that are vital to their well being. Today gover nnent

©
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information is often unavail abl e, inadequate, out of date,
and needl essly conpl i cat ed.

The P TAC considered two forns of public access:
conveni ent, easy-to-use access to wel | - nanaged
i nfornati on and conveni ent, easy-to-execute transactions.
The governnent stores |arge anounts of inportant
infornation. However, finding that infornation in the
governnment’ s many databases is difficult, and correl ating
the neaning of findings froma nunber of inconsistently
defined dat abases requires deep know edge of the
exi stence, contents, and nanagenent schemes of those
databases. Smlarly, well-defined transactions often require
several sub-transactions wth disparate agencies. These
separate transactions are often unlinked, requiring expert
know edge of a variety of agency |ocations, procedures,
rules, and requi renents.

Sore progress can and shoul d be nade using technol ogy
inits current state, but nany end goal s require substantial
technol ogi cal advances. For exanpl e, |arge-scal e data
integration across miltipl e i ndependent databases is a
significant research area. The F TAC concl udes that
progress can best be made through a conti nuum of near-,
md-, and long-termefforts —all carried out concurrently
—under the gui dance and, in sone cases, control of
strong coordi nati ng nechani sns.

Hnding 2 Information technol ogy can be used to
i ncrease organi zational efficiency and effectiveness and
save costs.

Wil e the P TAC focused on issues surrounding the
i nteractions between governnent and the public, the
Committee renmai ned mndful of the use of infornation
technol ogy in internal governnent processes. |nfornation
technol ogy can increase the efficiency and effectiveness of
organi zations of all sizes. Industry has anply denonstrated

¢
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over the last 20 years that information technol ogy can be
used —in conbi nation wth careful process redesign —as
both a forcing function and an inpl enentati on tool to

i ncrease process and product efficiency and i nprove

eff ecti veness.

Wth sone exceptions, the governnent has been sl ower
than industry to take advantage of infornation
technol ogy’ s pronmise for several reasons. Amng these are
the scale of the Federal enterprise, the |ack of incentives
(or the existence of powerful disincentives) to cut costs,
the curtailnent of capital investnents, the cunbersone
Federal acquisition process, the risk-averse nature of
gover nment nanagenent, and conflicting and conpl ex
legal requirenents for both openness and privacy. In
addition, the governnent faces a decreasing supply of

conpetent, up-to-date information technol ogy workers to
concei ve, inplenent, field, and nanage new systens.

Hnding 3. The Federal QO Quncil understands
information technol ogy’s utility for inproving gover nnent
servi ces and processes, and the Qouncil’s strategy

establ i shes appropriate and anbitious goals. But the A G’
nandates require themto focus prinarily on near-term
operational issues and acquisitions. Budget planning
processes nake it difficult to carry out effective cross-
agency coordi nation and execution and the long-term
research efforts that nany of the goals require.

The Federal A O Gouncil and nmany agenci es have set
appropriate, anbitious goals for inprovenent of
gover nnent functions through the use of infornation
t echnol ogi es. Achieving these goals wll enabl e cross-
agency transactions and integration of infornation across
agenci es and departnents —in essence, “one-stop
shoppi ng” for our nation's citizens. Industry has shown that

©
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| arge-scal e sol utions that cross nany departnents have to
be able to evol ve and have to be based on uni form user
interfaces that result fromstrong cooperation anong
departnents. Even to approach the desired result wll

requi re substantial cross-agency pl anning and executi on.
Unfortunately, the current budget planning process does
not encourage such cross-agency activities.

Wiile the QO Qunci| has established nechani sns for
sharing results and | essons, the process of creating
standar di zed processes and i nfornati on representations,
eventual |y leading to cross-agency transactions and
information federation and integration, is nuch harder and
requi res cross-agency budget planning and execution.
Qreating cross-agency budgets requires substantial work
and, therefore, is used only for large initiatives. Depend ng
on cross-agency plans is very risky because of the
uncertainty that all participants wll recei ve adequate
funding. Therefore, cross-agency projects and initiatives
currently have to be large enough to warrant the effort but
partitionabl e enough that no one really nust depend on
anyone el se’s appropriations or performance. In addition,
stovepi pi ng of both congressional and executive revi ew
processes causes stovepi ping of plans and prograns. The
Governnent Perfornance Results Act (GPRA), for exanpl e,
while valuabl e in requiring agencies to set goal s agai nst
vhi ch they can be hel d accountabl e, tends to hi nder
agency i nterdependencies in plans and prograns because
no agency wll create a G°RA obj ective that depends on
budgeting and operational success in another agency.

The Pl TAC appl auds recent e-governnent initiatives
proposed by the Administration and Gongress, such as the
firstgov.gov portal and those being considered in the House
and Senate. However, many envisioned systens and
servi ces depend on continued progress in infornation
technol ogy research in the areas listed below Qurrent
pr ogram managenent nodel s do not encourage R&D

6
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programnanagers to take sufficient risks in pursuit of
long-termgoals. A the sanme tine, someone must be
responsi bl e for technol ogy transfer from successful
research efforts into operati onal systens, a process in
whi ch the governnent has traditional |y been weak.

Recommndat | ons

The P TAC recommends the follow ng three actions:

. BEstablish a coordinated research programt hat
addresses Federal e-governnent requirenents;

« OQeate an O G fice for Hectronic Gvernnent and a
Gover nnent | nformation Technol ogy | hnovati on
Programto pronote, |ead, and coordi nate Federal
efforts to inprove citizens’ access to gover nnent
infornation and i nprove governnent processes; and

. BEstablish pilot projects focused on connecting near-,
md-, and long-termFederal efforts.

Recommendation 1. The Research Program

Establ i sh and coordi nate an infornation technol ogy
research programthat addresses the Federal governnent’s
nost critical requirenents for |ong-termtechnol ogy

devel opnent .

Havi ng reviewed a range of Federal applications provi ded
by the QO Quncil and the NSF Dgital Governnent
Program the P TAC has concluded that there are critical,
long-termtechnical issues that need to be addressed to
nake governnent services and infornmation easily
accessible to citizens. These are:

= Security and privacy — Federal systens often contai n
infornati on that shoul d be avail abl e to authori zed
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parties but not to anyone el se. As evidenced by
recent security breaches, the technol ogies to
acconpl i sh both availability and protection are in their
i nfancy. Approaches that work on a snall scale rarely
work when applied to |arge systens, and envi si oned
Federal systens wll be anong the |argest in existence.
Gitica infornation technology infrastructure
protection requires a focus on this area at a |l evel that
may dwarf current investnents.

= Data integration — There are several technol ogical
issues here. Hrst is howto present users a coherent
viewof infornation stored in radically varied ways on
systens that were created and have been opti nzed
for a variety of purposes and base technol ogi es.
Second is how to nake this coherent view both easy
to use for non-technicians and adaptabl e to the
vari ous purposes that users might have. Third is how
todoal of this efficiently. Each of these capabilities
requires research in infornati on nanagenent, hunan
factors, storage systens, niddl eware, and rel ated
technol ogi es. Practical systens wll have to be based
on strategies that conbine integration, federation, and
evol vability, and the systens’ devel opnent and
operation wll require cooperation anong departnents
and agencies at a level that is unusual for the Federal
gover nrent .

= Sof tware devel opnent and quality — Software
devel opnent is too difficult, risky, and costly, and it
requires highly trained professionals wo are in short
supply. Yet nany Federal missions depend on software
devel opnent and quality and, therefore, stand to gain
enor nous advant ages from i nprovenents in software
and the processes required to create, test, depl oy,
and use it. To be nost useful for governnent,
i nproved software shoul d be:

- devel opabl e or purchasabl e wth predictabl e
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behavi or and perf or nance
- nai ntai nabl e at reasonabl e cost

- integrabl e, evolvable, extensible, and adaptabl e
wth reasonabl e effort
- fal-sae
Thisis along-term difficult problem However, the

software research areas described in the P TACs February
1999 report are the ones the P TAC bel i eves need to be
central to the research effort for Federal purposes. Several
of these, such as conponent technol ogies, require
appl i cati on-specific denonstration efforts, and it would be
appropriate and useful for the governnent to pursue sone
of those.

» Salable infornation infrastructure (S1) — Hagh-
vol une interactions wth citizens and wthin the
gover nnent, especially those taking advantage of a
wde range of nedia such as full-notion video, require
advances in the capability and reliability of our
information infrastructure. Just as the commercial
worl d has found thousands of useful applications for
the Internet, so are there nany useful applications in
governrent. The governnent has been at the center
of ongoing Internet technol ogy devel opnents, and it is
ideally situated to try experinental and production
applications now as new Internet technol ogi es
energe. ne goal should be to nake the Internet so
reliable that it can be depended upon for nission-
criticad appications.

The S| nanages infornation as well as

conmuni cations. Unlike physical libraries, digta
libraries nmanage infornation so as to provide a
potential ly infinite nunber of users wth access to
each itemin the library simultaneously. My |arge-
scal e governnent applications require access to the
vast stores of governnent infornation best managed
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indgta libraries. Thus, the governnent needs to
aggressi vel y pursue the infornation nanagenent
technol ogi es needed for large-scale digita libraries.

The ATAC Panel on Ogital Libraries is actively pursuing
this area and the Panel on Transforning Gover nnent
has coordinated wth that Panel on its forthconing

report.

The Next Generation Internet (N3d) is a fundanental |y
inportant, ongoing S1 project required for nany of the
transfornational efforts envisioned for the
governnent. This inportant Federal initiative deserves
full funding in all participating agencies, and nany
other agencies should build applications upon it.

= Devel opnent and availability of high end systens —
There are inportant governnental requirenents for
advances in high end systens. The governnent nust
continue to pursue research and experi nental
devel opnent of these systens, software, and
har dwar e conponent's, includi ng hi gh perfornance,
| arge-scal e storage. Exanpl e applications i ncl ude
intelligence in | aw enforcenent, weather nodeling and
forecasting, large-scale planning, |arge-sca e
information fusion in energenci es, geographic
i nfornmation systens, ecol ogi cal nodel i ng and sci ence,
and integrated product and process devel opnent.
Fundanent al gover nnent purposes are served through
the w despread support of civilian science and
engi neering research, and advanced hi gh end systens
are required for this. Wile there are conmerci al
applications for advanced hi gh end systens, the
Federal governnent renains the prinary custoner in a
shrinki ng narket niche.

= Soci oeconomic inplications of governnent uses of
i nfornation technol ogy — The gover nnent shoul d
aunch studies to neasure and understand the effects
of new technol ogi es on the rel ati onshi p between
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governnent and ci tizens, including businesses. For
exanpl e, studies of experinents in on-1ine voting need
to be carried out to illumnate both technical and
socio-political issues. Another inportant issue wth
political, socioogical, and technical aspects is security
and privacy. For exanple, there is an issue of what
gover nnent dat abases shoul d or should not be
federated and howto “dither” infornati on so that

i nferences about individual s cannot be drawn, while
naintaining the validity of statistica inferences.

Recormmendation 2. The Gfice for Hectronic
Governnent and a Gver nnent | nf ormati on
Technol ogy | nnovati on Program

The Adnini stration should establish an Gfice for Hectronic
Governnent ((BEQ within QB with responsibility for
pronoting i nnovative infornation technol ogy efforts and
policies that inprove both citizen access to infornation
and governnent efficiency and effectiveness. The EG
woul d (&) create incentives for, pronote, facilitate, and
provi de natching funds for innovative projects and best
practices wth cross-agency inplications and (b) advise the
Drector of QM on funding of all e-government efforts
wthin agencies. The Administration shoul d establish an GEG
Governnent | nformation Technol ogy | nnovation Programto
fund high-inpact, innovative, or exploratory cross-agency
proj ects executed and nanaged in various agenci es.

The P TAC recommends creation of an Gfice for

H ectronic Gvernnent ((EQ within QM | ed by a seni or-
level Presidential appointee. The (BGis needed to
chanpi on the effective use of infornation technol ogy and
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the Internet as the best neans to rapidy inprove the
access of citizens and busi nesses to governnent data, the
quality of their interactions wth the Federal governnent,
and the governnent’s own busi ness operations. The CEG s
nmssion wll be to pronote innovative and cross-agency
efforts that serve long-termneeds or that are too
experinmental or risky to be undertaken wthin the usual
Federal infornation technol ogy acquisition process. This
includes but is not linmted to the Governnent | nfornation
Technol ogy | nnovation Program (@ TIP). The (&G shoul d

al so advise the Drector of QMB concerning the fundi ng of
all e-governnent projects.

The CEG woul d be enpowered to enabl e interagency
i nformati on technol ogy research and devel opnent proj ects,
nmanaged wthin the agencies, ained at inproving
governnent functions. The CGfice shoul d be enpowered to
create incentives for strong cooperation where required to
devel op standards and cross-agency systens, and QTP
shoul d enabl e the (EGto organi ze and add funds to intra-
and interagency project and research budgets. The CEG
shoul d pronote coordi nati on and cooperation anong
agencies so as to establish process, interface, and
infornation-representation standards as needed to reduce
costs, increase effectiveness, and establish efficiencies
across the Federal governnent. Because it hel ps establish
i nteragency objectives at the (BGlevel, this approach
addresses the finding that governnent objectives and
reviews tend to be stovepi ped, for exanple, wthin the
GPRA process. Rather than having the decisi on-naki ng
authority and control of an “infornation technol ogy czar,”
the CEG shoul d have a service nandate that enabl es
agency and cross-agency innovation through incentives and
budget pl us- ups.

The President and Gongress shoul d recogni ze and support
the efforts of the QO Quncil in inplenenting Federal
information technology policies. The QO Quncil’s efforts

L
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so far are laudabl e, but the nechanismis not yet sufficient
for the task at hand. Incentives and nechani sns for
aggressive innovation are particularly insufficient. The
current acquisition systemdrives QG to satisfy near-term
operational requirements wth mninumrisk. Establishing
the GBGand GTIPwII provide QG wth increased
opportunity and neans to undertake efforts that rmay not
be appropriate for the normal acquisition process because
of their innovative, experinental, long-term or exploratory
character, or because they involve mitiple agencies. A
coor di nat ed managenent nechani sm |ed by the CEG and
i npl enented by the Federal A O Gouncil wth col | aboration
of the NSTG woul d address this opportunity. Thus, the
AG wll have increased responsibility to innovate and to
expand their planning horizons based on visibility into and
influence over mid- and long-termefforts.

Congress shoul d enpower and fund the CEGwith R&D
funds at alevel annually justified wthin the authorization
and appropriations process to enabl e mil tiyear, cross-
agency, and intra-agency projects. Based on our industrial
experience, cost projections of several governnent
projects, and experience wth governnent-funded research
efforts, the PITAC recormends a starting point of about
$100 million per year. This would allow 10-20 projects wth
total annual budgets of $1-20 mllion, including natching
funds proportioned in accordance wth the level and nature
of risks taken.

The Panel reviewed several current commercial |nternet-
based devel opnent efforts and di scussed the issue of
budget size wth venture capitalists. \enture capitalists
estinmated that starting a new Veéb-based busi ness costs
about $50-100 mllion, provided that it does not require a
substantial anmount of new technol ogy. The esti nated
$100 ml |ion-per-year funding |ine we recoomend for QTP
woul d provide for prototypes, experinents, and risk
nanagenent, not for acquisition of fieldable production

(L
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syst ens.

The governnentw de Y2K effort showed that centrally
coordi nat ed budget plus-ups and nmanagenent can be
ef fective when Gongress is able to authorize fundi ng based
on know edge of project plans and selection criteria. Ve
recomrmend sinilar cooperation between the Adninistration
and Qongress to review and agree upon project plans,
criteria, and funding level s sufficient for success.

Individual efforts wthin GTIP would be created as
col | aborations anong client agencies (e.g., Agriculture,
Census, EPA) and, where appropriate, technol ogy
contributors (e.g., DARPA NSF, NH NASA NOMA and
others). Programnanagers for the efforts would be drawn
froma cadre of professional program nanagers sel ected
either fromQ Oled operational acquisition organi zati ons
that have suitabl e experience or fromresearch agenci es.
Programnanagers would retain a prinary affiliation wth
thei r hone agenci es.

The CBG working in concert wth the Federal A O Gouncil
and the National Science and Technol ogy Gouncil, shoul d be
responsible for ensuring that results of |ong-termR8D
efforts are appropriately expl oited i n advanced agency
proj ects. The CEG shoul d take advantage of the fact that
sonme agenci es —NASA and NOAA, for exanpl e —view
thensel ves as particularly able to bridge frombasic
research to operati onal use.

In concert wth and as an integral part of the
establ i shnent of the technol ogy efforts recommended
above and pilot projects below the (&G shoul d
imedi ately establish an effort to neasure inprovenents
and di sseninate best practices and | essons | ear ned.

The person appointed to | ead the GEG should bring to the
job a confinati on of technical and operational vision, an
under standi ng of howto get things done in the
governnent, and a strong understandi ng of infornation



PRESI DENT'S INFORMATI ON TECHNOLOGY ADVI SORY
CommI TTEE

technol ogy research, devel opnent, and operational issues
and approaches. A snall fraction of the $100 mllion
budget woul d be required to operate a coordination office.
As apoint of clarification, the P TAC does not viewthe

| eader of the CEG as the senior person wth oversight
responsi bility for Federal infornation technol ogy research
recommended in the February 1999 M TAC report.

Recommendation 3. Bridging the Gy

Establish pilot projects and Enabling Technol ogy Centers
(ETG) to extend technol ogy and transfer it into
operational systens.

Pilot projects and ETG shoul d be budgeted and execut ed
to increase the use and utility of infornation technol ogy
for Federal nissions. My useful mid- and | ong-term
efforts are technically and operational |y chal l enging. Ay
effort, for exanple, that requires the creation of a data
nodel spanning nul tiple, currently independent gover nnent
data sources wll be technically difficut and nay raise
i ssues about polices and statutes that govern infornation
sharing anong agenci es. V¢ encourage mul tiple pil ot
experinents wth infornation integration across nany
gover nnent sect ors.

Flot projects are useful for many reasons. They enabl e
teans of application experts and conputer scientists to
work col | aboratively on a rel evant problem They form
bri dges anong near-, md-, and | ong-term e- gover nnent
pl ans and prograns. They can incorporate software
vendors, systens integrators, and others at the begi nning,
so that inplenenting teans wll be positioned and
expected to push the R8D products to operati onal
production node. Filot projects provide non- R8D agenci es
access to the best infornation technol ogy researchers and
their facilities. They reinforce researchers’ understandi ng of
real world needs while providing practitioners wth a greater

L
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vision of future possibilities. They assist in recruitnent by
exposi hg conput er sci ence students to very chal | engi ng
problens that mght attract themafter graduation. Perhaps
nost inportantly, pilot projects bootstrap the

i nprovenent process and prove to practitioners that

revol utionary changes can actual |y work.

Three areas are recommended for highest priority:

« Oisis Managenent — A governnent |nfornation
Technol ogy for Qises Managenent Team has al r eady
been established that has planned an ETC on this
topic. The A TAC appl auds this effort and encourages
the Administration and Gongress to establish an
i nteragency budget for it.

= Access for Dsabled Atizens — There is a substanti al
requi renent for new technol ogy here if the
governnent is to satisfy currently articul ated access
pdicies.

= Extending firstgov.gov — This project currently
envisions a Yahoo-1ike portal to governnent Véb sites.
It seeks to organize the portal a ong severa lines,
including popul ar sites and an exhaustive taxonony. It
does not provide for infornmation integration or
federation, nor does it require standardizati on anong
agencies. Wen taken only at this level, firstgov.gov is
a near-termeffort built wth currently avail abl e
technol ogi es. But we encourage the CEG
recommended above, to pronote and support useful,
extended vi sions requiring nore advanced technol ogy.
The CEG project shoul d devel op advanced capabilities
to provide Internet-based access to gover nnent
services, including transactions wth gover nnent
agenci es, netadata representation in support of
integration of infornation, and other advanced
services. Hrstgov.gov should focus efforts on
gover nnent - speci fic capabilities such as transaction
support, netadata creation, and conprehensive
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searchabl e catal ogs of information and services.
Q her areas recomended for inplenentation:

= Information Technol ogy for Information Technol ogy
Training — This is potentially one part of the sol ution
to the Federal infornation technol ogy workforce
shortage. The efficacy of conputer-based training has
been well docunented. New techni ques need to be
devel oped to take advantage of the Internet for
delivery, the Wb as an organi zi ng nechani sm and the
increasing availability of inexpensive conputing power
to nmake systens adaptabl e to | earners.

« Pivacy, Gnfidentiality, Security, and Authenticity for
I nt er net - based Governnent Interactions wth the Public
— Data integration of the types nentioned throughout
this report require increased attention to privacy,
confidentiality, security, and authenticity. As the
degree of integration increases, so does the |ikelihood
of inadvertent disclosure of infornation obtai ned under
a pledge of confidentiality. Wth hei ghtened concern
over electronic nedical records, tax records, and ot her
personal information docunents, and the accumul ation
of large transacti on databases by busi ness enterprises,
official data-collection agencies that depend on
vol untary responses are even nore concerned about
ensuring the privacy and security of their respondents
and the information they provide. Agencies need
net hods and resources to ensure that data are secure
fromoutside tanpering. (Wuld we know if soreone
went into a database of millions of nunbers and
changed just one?) Tackling these security issues
requires near-, md-, and long-termactivities that can
address both technical and political facets of the
probl em

= Integrating Satistical Information — Al levds o

1
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gover nnent produce and use statistical infornation,
but integrating statistical infornation in ways that

pol i cynakers and researchers find useful is a very
difficult problem Issues ranging fromdeciding when
and where to build a school, road, or business to
investigating causes and potential renedies of air and
vater pollution often can be focused on rel atively
snal | geographi cal areas. Issues related to public

heal th, occupational safety and health, Socia Security,
Medi care, etc., nay be national in focus, but variations
inpolicy inplications for denographic or other sub-
popul ations could differentially affect various state or
local governnent policies. Wile there exist centers
like the Gdlifornia Environnental Resources Eval uation
Systemand the National Center for Geographic
Infornation and Analysis, the first type of center is
focused on providing data for one state and thene
and the second on research nethodol ogi es for

anal yzi ng geographi cal |y based data. Research is
needed on howto create the first type of site nore
easily across a variety of geographies and thenes and

providing tools for analysis that a school principal,
farner, health care provider, business entrepreneur, or
state office could use.

The pilot projects should be based on a strategy that
pursues near-, md-, and |ong-termissues, yielding a
continual rel ease of denonstration prototypes, an effective
i nfusion of energi ng technol ogi es, and a conti nuous pur sui t
of solutions to | ong-termresearch issues.

To execute such a strategy, the agencies wll need to
establ i sh partnershi ps anong governnent, industry, and
universities. Partnerships offer the potential benefit of
creating a nore efficient flowof newideas into agenci es
that otherw se have not pursued |ong-terminfornation
technol ogy research in support of their missions. e
approach woul d be to cross-natrix application-based pilots

a
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